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Privacy Peril: lllinois Requires Borrowers to Ask Permission to Obtain Mortgage

By Laurence E. PratT, Esq.

ears ago, I challenged a state regulator’s after-the-
Y fact claim that a debt consolidation loan was not in

the borrower’s interest because in her view it
never made sense to convert unsecured credit card debt
into a secured, home equity loan. A perfectly rational
economic choice, I thought, but her view was neither
the law nor a public policy previously articulated by the
state.

In a somewhat sarcastic tone, I suggested that the
state establish a toll free number, 1-800-CALL PAM, so
mortgage lenders could determine in advance whether
the state thought it was prudent to make a loan. Miss-
ing the sarcasm, she explained that the state had insuf-
ficient resources to fund such a worthy initiative.

I am reminded by this story as I read the new Illinois
law that requires a lender to furnish a state regulator
with the confidential, personal financial information of
any loan applicant living in a certain geographic area
within Chicago so the state can assess whether the ap-
plicant needs credit counseling prior to consummating
the loan transaction. The Illinois legislature chose not
to articulate any specific standards by which this judg-
ment should be made; it instead delegated this duty to a
state agency without any legislative direction.

Nor did the legislature explain what should happen if
the borrower chose not to follow the advice of the credit
counselor. Rather, the legislature merely mandated the
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disclosure to the state of confidential, personal financial
information, without an applicant’s advance consent;
the state would review the information against these
undisclosed standards and determine whether the bor-
rower perhaps had made a mistake.

Major Shift. However laudable the public policy pur-
pose may be to protect consumers against bad choices,
the new law marks a major shift in thinking about the
proper role of government in protecting its citizenry.
For years, both the federal government and many state
governments thought it was essential to protect the pri-
vacy rights of individuals against the unwarranted in-
trusion of the government snooping around their per-
sonal lives.

Certainly, the government always retained the right
to pursue its law enforcement responsibilities, subject
to certain procedural protections. If the activity were
not otherwise illegal, however, the government would
not inject itself into the middle of the consumer’s deci-
sion making process. The purpose of this article is to
demonstrate how the new Illinois law is at odds with the
longstanding public policy of promoting the privacy
rights of individuals.

Background:

The Illinois General Assembly passed H.B. 4050 on
May 31, 2005, and Governor Rod Blagojevich signed it
into law on July 21, 2005. This law, which goes into ef-
fect in January 2006, establishes a predatory lending
database program for a probationary period of four
years within a “pilot program area.” Within this pilot
area, brokers, originators, credit counselors, title com-
panies and closing agents will be required to disclose
personal information of every loan applicant to the
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State Department of Financial and Professional Regula-
tion (the “Department”), without the advance consent
of the loan applicant.

The Department then will determine whether the bro-
ker or lender is required to refer the applicant to man-
datory credit counseling to be funded by the broker or
lender. The law is silent on whether a lender can pro-
ceed to make a loan on the originally proposed terms if
the borrower elects to reject the advice of the credit
counselor.

It is interesting to analyze this new law against the
backdrop of other laws that prohibit the government
from accessing the personal financial records of indi-
viduals outside of a law enforcement context. Other
than the new terrorism initiatives, such as the Patriot
Act, the federal Right to Financial Privacy Act
(“RFPA”), enacted by Congress in 1978, is the principal
law limiting the ability of the federal government to re-
quire financial institutions to furnish confidential, per-
sonal financial information about its customers without
the customer’s consent. Illinois has a law on the books
for 50 years that achieves a similar result.

Right to Financial Privacy Act

In an attempt to protect consumer’s privacy, Con-
gress passed the RFPA in 1978 to create a statutory pro-
tection for bank records and guard the confidentiality of
personal financial records of individuals. The RFPA was
a response to the United States Supreme Court’s ruling
in United States v. Miller, 425 U.S. 435 (1976). In Miller,
the Court held that a financial institution has property
rights in its customers’ financial records and a customer
does not have a constitutional privacy interest in those
records. Under this ruling, a bank customer had no
standing to object to the disclosure of his or her records
to the government. After this ruling, Congress sought to
provide some protection for the privacy of customers’
financial records and created the RFPA.

The basic provision of the RFPA states that “no Gov-
ernment authority may have access to or obtain copies
of, or the information contained in the financial records
of any customer from a financial institution unless the
financial records are reasonably described” and

m the customer authorizes access;

®m there is an administrative subpoena or summons
that meets the necessary requirements of the RFPA;

m there is a search warrant that meets the necessary
requirements of the RFPA,;

m there is a judicial subpoena that meets the neces-
sary requirements of the RFPA; or

m there is a formal written request that meets the
necessary requirements of the RFPA.

Under RFPA, customers must be provided with ad-
vance notice of the requested disclosure to enable the
customer to challenge the government’s access to the
records. It is notable that law enforcement is the only
permitted purpose under RFPA for the government to
obtain the confidential, personal information of a
bank’s customers.

Neither the explicit provisions of RFPA nor the de-
bates surrounding its enactment give the government a
right to force a financial institution to disclose its cus-
tomers confidential information based on the govern-
ment’s claim that it desires to help the customer.

11 H.R. REP. NO. 95-1383, at 34 (1978).
22 See 12 U.S.C. § 3401 (1978).

The intent of Congress in enacting the RFPA demon-
strates the importance of protecting individuals from
required disclosures of personal, financial information.
Through the reports, hearings and debates surrounding
the enactment of the RFPA, members of Congress and
experts expressed concern for protecting individuals
against this invasion of privacy.

Report on Financial Institutions Regulatory Act of 1978.
The House Committee on Banking, Finance and Urban
Affairs submitted a report on the Financial Institutions
Regulatory Act of 1978 to discuss both the history of the
Act and the need for the legislation. The purpose of
RFPA, Title XI of the Financial Institutions Regulatory
Act, was “to protect the customers of financial institu-
tions from unwarranted intrusion into their records
while at the same time permitting legitimate law en-
forcement activity.”

The RFPA sought to create a balance so that law en-
forcement officials could still gather the information
necessary in their investigations. Under the report’s
analysis, if the information was necessary for these in-
vestigations, the RFPA permitted disclosure following
the required procedural steps. The RFPA’s purpose of
maintaining a cooperative atmosphere for “legitimate
law enforcement purpose” was constant throughout the
legislation. Instead of inhibiting these inquiries, the
goal was to restrict the intrusions that had no proper in-
vestigative purpose and were an invasion of a person’s
privacy.

The interest in protecting the customers’ privacy
rights was so great that over 100 privacy bills were in-
troduced during the 95th Congress.” Many of these bills
were based on the Privacy Protection Study Commis-
sion’s determination that therﬁe was a need for an over-
haul of national privacy laws. The Commission further
concluded that the “flow of information within govern-
ment was relatively unrestricted”” and “individuals have
little, if any, power to protect themselves from improper
use of disclosure within Government.” Id.

Federal agencies can obtain with ease an individual’s
personal information from other agencies that it would
not be able to obtain directly from an individual. While
the commission recognized that law enforcement offic-
ers need to be able to acquire certain information in an
informal manner, the commission also sought to limit
the ease with which some agencies collect personal in-
formation.

Senate Financial Institutions Subcommittee Hearings.
The hearings during June 16-17, 1976, before the Sen-
ate Subcommittee on Financial Institutions of the Com-
mittee on Banking, Housing and Urban Affairs, permit-
ted other individuals and organizations to voice their
concerns about individuals’ privacy interests. Hope
Eastman, associate director of the National Office of the
American Civil Liberties Union, spoke on behalf of
bank customers about the expectation for information
disclosed to banks to remain private from the govern-
ment.

33 H.R. REP. NO. 95-1383, at 33 (1978).

*41d. at 51.

551d. at 244-45.

56 Id. at 245.

77 See Right to Financial Privacy Act: Hearing on S. 1343
Before the Senate Comm. on Banking, Housing and Urban Af-
fairs, 94th Cong. 163 (1976) (statement of Hope Eastman).

8-8-05

COPYRIGHT © 2005 BY THE BUREAU OF NATIONAL AFFAIRS, INC., WASHINGTON, D.C. BBR

ISSN 0891-0634



Eastman detailed the grave concern consumers have
about personal information held by the bank being ob-
tained by the government. In showcasing the ACLU’s
support of the RFPA, Eastman stated that there is an
“urgent need” to create a safeguard so personal infor-
mation remains private and protected. Eastman be-
lieved that legislative action, and not a judicial decision,
was the proper method of ensuring this consumer pri-
vacy. Another argument included in Eastman’s state-
ment was the need to protect each person’s privacy as
the reliance on financial institutions grew to become a
common occurrence in the modern era.

A.A. Milligan, President-Elect of American Bankers
Association, also discussed the need for protecting his
customers’ rlghts Milligan argued that the enactment
of the Bank Secrecy Act of 1970 resulted in a loss of pri-
vacy rights, and this loss must now be corrected
through the RFPA. He stated, “Looking back, we might
wish we had argued more vocally and effectively for our
customers’ rights.” Id. Milligan also quoted Rex Morth-
land, a man who represented the ABA at an Aug. 14,
1972, hearing on the possible amendment of the Bank
Secrecy Act:

“The right of privacy in connection with one’s finan-
cial transactions is an essential part of our American
system of values and is protected by our Constitution
and laws. . . . We are convinced the respect for privacy
and assurance of confidentiality are essential to the
reputation of any bank with its customers.”

A statement by the U.S. League of Savings Associa-
tions and the California Savings and Loan League also
stressed the importance of maintaining privacy of the
customers’ records by acknowledging that customers
expect their records to be treated with conﬁdentlahty
The leagues asserted that the “greatest threat to the pri-
vacy of customer records is ... posed by ... the many
statutory requirements and mandates of government
agencies with investigatory authority who dictate that
associations maintain and provide such records and
information.

Harold W. Greenwood, Jr., representing the National
Savings and Loan League, provided another testimony
on the importance of confidentiality between loaners
and customers. His statement claimed that the savings
and loan industry, one that is built on trust and reliabil-
ity, is unduly pressured by the government to provide
customer records and violate that trust. After the rul-
ing in Miller, Greenwood maintained that there needs
to be proper control measures in place to prevent an
abuse of individuals’ privacy rights and to limit the
large expenses incurred by the savings and loan indus-
try

House Floor Debate of the Enactment of the RFPA. The
actual discussion and debate of the RFPA, as detailed in
the Congressional Record, described the RFPA’s pur-
pose of providing the customers of financial institutions

88 1d.

99 See Right to Financial Privacy Act, 94th Cong. 47 (state-
ment of A.A. Milligan, president-elect, American Bankers As-
sociation).

1010 Id.

1111 Right to Financial Privacy Act, 94th Cong. 58.

1212 Id. at 59.

13 13 Right to Financial Privacy Act, 94th Cong. 100.

414 1d.

1515 1d.

a legitimate expectation of privacy ° Congress viewed
theactasa major step f forward in the protection of citi-
zens’ rights to privacy. ” Furthermore, both the origi-
nal authors of the act and the congressmen supporting
amendments to the act agreed that individual bank
records must have certain, fundamental privacy rlghts

Representative Pattison also expressed the greater
need for protection of these privacy rights as a result of
individuals keeping personal records at banks and
other financial institutions instead of at home where
they had possession of the records.” The safeguard of
actual possession no longer existed. He then discussed
how the Miller decision contributed to the need for in-
dividyals to have protection and remedies available to
them.”

After the Miller ruling that customers have no stand-
ing to prevent disclosure of their financial records held
by a financial institution, customers needed a remedy
against the government’s acquirement of their records.
As Representative Rousselot stated, “The [RFPA] gives
us hope. It promises to reverse the processes that
threaten so fundamental a value. It will restore confi-
dence in the American people that the Government is
there to help them, not to monitor them.”

With this analysis of the fundamental policies behind
the RFPA, Congress’ concern for the privacy of custom-
ers of financial institutions is evident.

lllinois Banking Act

RFPA is a federal law, and its prohibitions only apply
to the federal government. The Illinois legislature cre-
ated the Illinois Banking Act (“Act”) in 1955 to restrict
the personal information financial institutions may dis-
close about its customers. The Act provides similar
protections as found in the RFPA to Illinois citizens in
state actions. The Act does not permit a bank to disclose
any financial records or financial information obtained
from financial records of a customer of the bank unless:

m the customer authorized the disclosure;

® the records are disclosed pursuant to a lawful sub-
poena, summons, warrant or court order that meets the
necessary requirements of the Act; or

® the bank is seeking to collect an obligation and is
complying with fraud provisions of the Consumer
Fraud and Deceptive Business Practices Act.

The Act does include exceptions to this general pro-
vision that permit the disclosure of documents in cer-
tain situations. The only exception permitting disclo-
sure to the government, other than the exceptions to fa-
cilitate the government’s law enforcement functions, is
the exception to allow the government to perform its
general supervision and audit of the bank.

There is no exception that requires a bank to furnish
the government with confidential, personal financial in-
formation without the customer consent so that the gov-
ernment is able to determine the wisdom of certain

1616 124 CONG. REC. H11418 (daily ed. Oct. 3, 1978)
(statement of Rep. Rousselot).

1717 Id. at H11417 (statement of Rep. Whalen).

1818 124 CONG. REC. H11730 (daily ed. Oct. 5, 1978)
(statement of Rep. Pattison).

1919 Id.

2020 Id. at H11731.

2121 Id.

22 22 See 205 Ill. Comp. Stat. Ann. 5/48.1 (West 2005).
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transactions.” While it would appear that the new Illi-
nois law on credit counseling would supersede the pro-
visions of the Act, the legislature did not explicitly
amend the Act and its terms would appear to prohibit
the disclosures required under the new law.

Even though the Illinois Banking Act existed before
the RFPA was enacted in 1978, like RFPA, it addresses
the need for protecting individuals from unnecessary
disclosures of personal information. Based on a review
of its provisions, the underlying policies of the Illinois
Banking Act appear to be the same as those of RFPA.

Conclusion

The enactment of the new credit counseling law
marks a material departure from the way both Con-
gress and the Illinois legislature have addressed the
protection of a consumer’s confidential, personal finan-
cial information. Existing law sharply limits the pur-
pose for which the government can access the informa-
tion provided to a financial institution for a private
transaction. Other than for law enforcement purposes
or national security, the government has had no right to
force private parties to turn over information about

2323 See 205 Ill. Comp. Stat. Ann. 5/48.1(b). [See 205 IIL
Comp. Stat. Ann. 5/48.1(b).

their customers without the prior approval of the cus-
tomers.

The interest of the government to protect the health
and safety of its citizenry is no greater today than the
time of the enactment of the RFPA and the Illinois
Banking Act. It would have been easy at that time to
provide a generalized exception permitting the govern-
ment to obtain a consumer’s confidential, personal fi-
nancial information without the consumer’s advance
consent in order to protect the consumer. On the con-
trary, both Congress and the Illinois legislature were
more concerned about unwarranted intrusion by the
government when it acted without the consumer’s con-
sent and there was no allegation of a legal violation.

Protecting an individual by invading his or her pri-
vacy is a scary proposition. If replicated by others, the
new Illinois law portends a 1984-type environment
where the government will not tell you in advance
which rules apply, but will feel free to access your con-
fidential, personal financial records to determine after
the fact if you lacked the capacity to make what it then
perceives to be wise choices. Like the state official with
whom I tussled several years ago, perhaps Illinois
should initiate a new toll free number, 1-800-CALL
ROD, to enable borrowers to ask permission to obtain a
home loan. Remember to say “pretty please.”
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